Memorandum Announcement

To: Faculty Senate

From:  Executive Committee, Faculty Senate
Date: 30 October 2007

Re: Meeting Notice

FACULTY SENATE MEETING

Date: 6 November 2007
Time: 1:00 p.m.
Place: Trustees Room, Jackman Hall

l. Call to Order, adjustments to the agenda
. Reading, correction and approval of minutes for previous meeting (2 October 2007)
[1. University Curriculum Committee Report (VPAA & Dean of the Faculty)
V. Executive Committee Report
V. Old Business
VI. New Business
1) Associate Deans/Academic Memo 2A (VPAA, Fall 2007)
2) Calendar AY2002-13 (Calendar, Schedules and Examinations Committee, Fall
2007)
3) Information Assurance Policy Draft v5.2 (CAT, 30 Oct 2007)
4) Background Checks (HR, 31 Oct 2007)
VII.  Discussion ltems

VIIl.  Announcements

IX.  Adjournment




Academic Memorandum #2-A

Subject:  Deans of Schools; Appointment, Duties, and Responsibilities of

Dean of School

A School is the basic academic administrative unit of the University. A school
may be composed of academic departments grouped according to disciplinary
relationships, shared educational goals or instructional methods.

The Dean of a School is appointed by the President of the University with the
concurrence of the VPAA based upon the recommendation of candidates by the faculty
within the School following a School search process.

The Dean of a School is responsible to the VPAA.

The Dean of a School is appointed for a term of (3) years and normally does not
serve more than two consecutive terms. In all Schools except National Services, a Dean
shall possess the qualifications required for full-time appointment to the faculty at the
level of Assistant Professor or higher, in accordance with the individual School’s
standards for hiring, promotion and tenure. Uniformed faculty members serving as Dean
of a School will have the Vermont Militia rank of Colonel. The National Services School
shall select its Dean from among the faculty of the Army, Air Force and Naval ROTC
units according to its own procedures.

Deans of Schools will be assigned released time by the VPAA based on the
complexity and duties of the office, as well as the number of faculty, students and majors
within the School. A Dean of a School normally commits at minimum twenty-five
percent of duties to teaching.

a. Establishing and maintaining the internal organization of the School,
with appropriate regard for collegial, disciplinary, and professional
considerations and with the concurrence of the VPAA.

b. Conducting School activities in a manner that ensures all faculty
have the opportunity to participate meaningfully in faculty governance,
the ongoing administration of the School, and in the determination of
the School’s internal policies and procedures.
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Recommending to the VPAA together with the written recommendations
of the Department, if applicable, new faculty appointments, and
termination of faculty according to University policies and procedures as
provided in Academic Memoranda.

Submitting to the University Promotion and Tenure Committee, through
the VPAA, in conformance with established University and School
regulations and with due regard for professional and collegial process, his
or her recommendations for promotion and tenure of faculty within the
School, together with the recommendations of the School’s Promotion and
Tenure Committee.

Preparing, in conformance with established University and School
regulations and with due regard for professional and collegial process, the
written annual evaluations of the faculty within the School, and
submitting his or her salary and merit recommendations, together with the
written recommendations of the Department Chair, if applicable, to the
VPAA.

Assigning and supervising the School support staff (technicians,
secretaries, administrative assistants, program coordinators, etc.).

Ensuring and coordinating regular curricular planning, implementation,
and review within a School.

Monitoring student performance and the maintenance of academic
standards in the School’s programs of instruction.

Assigning, in consultation with the Chair of a Department, where
applicable, teaching responsibilities to the faculty and ensuring that
faculty workloads are appropriate, equitable, and satisfactory to School
standards of productivity.

Preparing, defending, and managing the School’s budget.

Serving as the primary intermediary between the School and major
University administrative offices and support services.

If applicable, assigning administrative tasks to Chairs of Departments, or
to administrative assistants, and supervising their performance.

Leading the School’s planning process and ensuring the School’s
compliance with the University’s long range plan.

Participating in the University’s activities for admissions and in the
University’s efforts for enrollment management.
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0. Working in conjunction with the Development office to attract external
financial support for the University’s academic programs.

A Dean of a School may use a portion of the school’s allotted release time to
appoint an Assistant Dean of the School. The Dean may delegate some of the
resposnibilties in a. — 0. above to the Assistant Dean.In the absence of the Chair or Chairs

of Department(s), the Dean of a School is yesponsible for all duties and responsibilities - { Deleted: |

stipulated for the Chair of Department or delegates all or some of the responsibility toan - { peleted: 1
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To ensure the effective, collegial administration of the School, the VPAA, using
formal written evaluations from the faculty, evaluates the Dean of the School annually.

A majority of full-time faculty members in a School may request that the VPAA
recall the Dean of the School from office. The request must be in writing, must be signed
by those faculty members making the request, and must contain a statement of the
reasons for the request. The Dean of the School will be provided a copy of the request
and shall have two weeks from receipt of the request to respond in writing. Within thirty
days of the receipt of the request, the VPAA will notify the School faculty of his or her
decision whether or not to approve the request for recall, and shall provide the School
with written reason for the decision.

| Revised Fall 2007, - { Deleted: Revised Spring 2007
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| ACTION PAPER
To: Richard Schneider, President’
F?om: Wolf Yeigh, VPAA and Dean of the Faculty
| Subj ecf: Action of the University Curriculum Committee
Septéember 412, 2007 “

Date:

At its meeting on Septemberl 1, 2007, the University Curriculum Committee took the
following actions: :

- L

Approved a proposal from the Department of Modern Lang_uéges'fOr a minor in

- Chinese. This minor supports Norwich’s initiative to include Chinese as ore of its

available languages. The minor requires six courses in Chinese beéyond CN 112,

‘excluding the topics courses taught in English: CN 150, CN 250, and CN 350.
- The proposal lists an array of courses that will be made available. Of these
- courses, CN 111 has already been approved. Specific proposals for the remaining

courses w111 be submitted to the UCC in the future.

I recommend your approval.
O Approved - O Not Approved

Approved a proposal from the School of Graduate Studies for revisions to two
existing seminars in the Master of Arts in Diplomacy Program, GD 597, Directed
Study in Diplomacy, and GD 598, Readings in Diplomacy. The revisions change
the credit for these seminars from a fixed three to variable credit of one to six.

This variability provides added flexibility to the seminars including the ability to

combine with transfer credit to complete the degree’s requirement of 36 credits.

I recommend YO_ur approval.






OO Approved _ - O Not Approved

/

. Approved a proposal from the School of Graduate Studies for a new seminar, GI

555, Security Audits. This is an elective seminar offered as-one of the choices for
the fifth seminar in the MSIA program. ‘

‘_ I recommend your approval.

D Approved . O Not Approved

. Approved a proposal from the School of Graduate Studies for a new seminar, ED

550, School Administration. This is the fifth seminar in the Masters in Education
program. '

T recommend your approval.

o Approved ‘ O Not Approved

. Approved a proposal from the School of Graduate Studies for a new seminar, OL

550, Strategic Organizational Behavior. This is the fifth seminar in the Masters of
Science in Organizational Leadership program.

I recommend your appfovaﬂ.

O Approved ' O Not Approved

. Approved a proposal from the School of Social Sciences for a new course, HI

341, U.S. Civil War Era, 1848-1877. The strong student interest in this course
when offered as a topics course supports making this a regular offering.

I recommend your approval.

O Approved ' Not Approved

. Approved a propbsal from the School of Social Sciences for a new course, HI

371, Nation Building in the Twentieth Century. This course has fully enrolled






when offered as a topics course and is valuable for students entering the military.

I recommend your approval.

O  Approved ' O Not Approved

Richard W. Schneider Date







NORWICH
UNIVERSITY"

Expect Challenge. Achieve Distinction.

ACTION PAPER

TO: RICHARD SCHNEIDER, PRESIDENT .

FROM: WOLFYEIGH VPAA 42D [

' SUBJECT: ACTIONS OF THE FACULTY SENATE |
DATE: OCIOBER 3,2007

 Atits meetmg of October 2, 2007 the Faculty Senate took the following action:

-Approved a replacement for the grievance policy, dated 3/25/81 and updated 5/94, that had been
removed from the Academic Memoranda but had neither been rescinded nor replaced This revised
dispute resolution policy was modeled on the current problem solving policy currently used for staff.
As a revised academic memotandum, this policy needs to be acted on by the Full Faculty Assembly
before coming to you for your action. Since the previous policy was approved by the Board of
Trustees, its replacement will also need Board approval.

At this October meeting, the Senate also discussed but took no action on:

1. Student Government Association Charter - The Senate supported the establishing of a
charter for the Student Government Association but felt the proposed charter was not under
their purview. Members of the Senate did offer commients and suggestions to the attending
representative of the student government association.

2. Public Prayer - There was an extensive and diverse discussion of the issue of public prayer
- ‘at Convocation and Commencement. No consensus resulted and the Senate did not wish to
take action on a specific recommendation. The Senate will transmit information to VPAA
Yeigh concerning the diversity of opinions on this issue. :

'OFRICE OF THE VICE PRESIDENT FOR ACADEMIC AFFAIRS
158 HARMON DRIVE NORTHFIELD VT 05663-1035 T 802.485.2025/2026 F 802.485.2029 WWW.NORWICH.EDU VPAA@NORWICH.EDU







Gerard T. LaVarnway

From: Robert D. Poodiack

Sent: Tuesday, October 30, 2007 4:09 PM

To: Gerard T. LaVarnway; Rowland Brucken; Office of the Vice-President of Academic Affairs
Cc: Cathy M. Frey

Subject: FW: From CAT re: Proposed IA Security Policy

Importance: High

Please disregard the first copy. |1 needed to add one sentence regarding the library near
the end. Thanks ... -- RP

————— Original Message-----

From: Robert D. Poodiack

Sent: Tue 10/30/2007 3:56 PM

To: Gerard T. LaVarnway; Rowland Brucken; Office of the Vice-President of Academic
Affairs

Subject: From CAT re: Proposed lA Security Policy

MEMO
To: Gerard LaVarnway, Chair, Faculty Senate
From: Robert Poodiack, Chair, Committee on Academic Technology

CC: Rowland Brucken, Vice Chair, Faculty Senate
Wol ¥ Yeigh, Vice President of Academic Affairs

RE: Proposed Information Assurance Security Policy

The Committee on Academic Technology (CAT) spent much of late September and October
examining the proposed Information Security Assurance Policy, now in draft 5.2. This
version has been adopted as an interim policy.

We have asked many questions of and worked with Kris Rowley of the School of Graduate
Studies, who has been working on the policy with the consent and advice of Peter
Stephenson. They have continually updated the policy draft since we began studying it.

In order to give the Senate some kind of opinion, the clock on the document was stopped
(as far as CAT was concerned) and the question was put forth:

Should Norwich adopt the proposed policy *in its current state*?

The vote was split, 3 YES, 3 NO, with 2 members not voting. The odd part of this outcome
is that the reasons most members stated for their vote were so similar, on both sides.

We are appreciative of all the work that has gone into the policy draft. We believe that
the authors are making a good faith effort to put a reasonable policy in place where none
previously existed. Everyone on CAT, even those who voted NO, believes that the raw
materials are there to make a really good policy. However, even those who voted YES have
noted some areas of concern.

The depth of the policy statements seems quite vague in some spots. For example,
authority is granted for some decisions *without ever stating who has the aforementioned
authority*. In other places, there are contradictory statements regarding who has final
authority over some decisions (the Chief Information Officer vs. the Chief Information
Security Officer vs. the Vice President for Academic Affairs). In a few spots, the
readability of the document (even with the included list of term definitions) is
questionable.





One of the main concerns of the committee was in the section entitled 'Software
Development Source'™ that severely restricted the installation of freeware. We understand
the desire to avoid the introduction of viruses on campus, but many computer users on

campus (especially faculty) live on freeware, especially for small utilities. The only
exceptions are freeware that"s been "evaluated by the Chief Information Officer or his
designee.”™ Our guess is that this will move the process back to the schools -- are CAT

representatives now going to be evaluating everyone"s desired freeware? This needs to be
clarified.

Other sections have been noted as too corporate in tone, with a lack of reference to
academic freedom or the intellectual property policy, but with references to the rights of
the university to inspect any computer at any time. Privacy statements in the Security
Policy need to be reconciled with academic freedom and intellectual property issues. In
addition, this part, as well as much of the rest of the document, fails to take into
account the singular issues and environment in the Library.

Certainly Kris Rowley has been more than willing to work with CAT on the document and we
are appreciative. Since the committee seemed united In its issues with the policy draft,
but split in its vote on acceptance, it is hard to make a definitive recommendation.
Because even those who voted YES to accept the current draft stated their issues -- and
because the current draft is already in place as an interim policy -- perhaps the middle
ground would be to send the policy back to its committee for further polishing.

Robert D. Poodiack, Ph.D.
Associate Professor

Department of Mathematics
Norwich University

158 Harmon Drive

Northfield, VT 05663

(802) 485-2339
rpoodiac@norwich.edu

http://www2 _norwich._edu/rpodiac/
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Introduction

Developing, implementing, educating and updating Information Assurance
(1A) security policies is a vital part of assuring that Norwich University is
in compliance with legal requirements and to manage employees
effectively.

Policies help not only to define the technical aspects of 1A, but they also
set the stage for employees to understand what is expected of them and
what the rules of the department and organization are. It is difficult for a
manager to tell an employee that s/he can or cannot do something if there
is no policy to back up the statement. Compliance with policies includes
motivation, supervision, judgment, and adaptation.

“Policy is defined as the rules and regulations set by the
organization. Policies are laid down by management in
compliance with applicable law, industry regulations, and the
decisions of enterprise leaders. Policies are mandatory; they are
expressed in definite language and require compliance. Failure to
conform to policy can result in disciplinary action, termination of
employment, and even legal action.

Security policy governs how an organization’s information is to be
protected against breaches of security. Policies are the basis for
security awareness, training, and education; they are the
necessary underpinning for security audits. Without policies, it is
impossible to demonstrate due diligence in the protection of
corporate assets.””

e Policies are mandatory and can be thought of as the equivalent of
organization-specific law.

e Policies provide general instructions.

e Policies are intended to last for up to five years.

Critical Organization Function

Information and information systems are necessary for the performance of
just about every essential activity at Norwich University. If there were to
be a serious security problem with this information or these information
systems, Norwich University could suffer serious consequences including
lost customers (students, donors, alumni base for example), reduced

! Bosworth, Seymour and Kabay, M.E., Eds. Computer Security Handbook. 4™ Edition.
pp 28.2. Section 28.2.1. John Wiley & Sons, Inc. 2002






revenues, data corruption and/or loss and degraded reputation. As a result,
information security is a critical part of the Norwich University business
environment.

Supporting Organizational Objectives

This information security requirements document has been prepared to
ensure that Norwich University is able to support further growth of the
organization and its business practices, and ensure a consistently high
level of customer, supplier, employee, student and business-partner
service. This document is also intended to support the organization's
reputation for high-integrity and high-quality business and educational
dealings. Because prevention of security problems is considerably less
expensive than correction and recovery, this document will help reduce
costs in the long run.

Consistent Compliance Essential

A single unauthorized exception to security measures can jeopardize other
users, the entire organization, and even outside organizations such as
business and academic partners. The interconnected nature of information
systems requires that all employees and students observe a minimum level
of security. This document defines that minimum level of due care. In
some cases, these requirements will conflict with other objectives such as
improved efficiency and minimized costs. Top management has examined
these trade-offs and has decided that the minimum requirements defined in
this document are appropriate for all workers and students at Norwich
University. As a condition of continued employment or enrolment, all
employees, students, contractors, consultants, and temporaries, must
consistently observe the requirements set forth in this document.

To aid with compliance of this policy, a glossary of terms has been added
to the end of this document to assist all University employees, students,
and workers in understanding terms used in the IA field. Terms defined in
the glossary are found in the text of the document in italics and bold on the
first occurrence of the term.

Team Effort Required

The tools available in the information security field are relatively
unsophisticated. Many of the needed tasks cannot be achieved with
products now on the market. This means that users at Norwich University
must step in and play an important role in the information security area.
Now that information and information systems are distributed to the office
desktop, classrooms and dorm rooms and are used in remote locations
(both wired and wireless), the employee and student roles have become an
essential part of information security. Information security is no longer the
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exclusive domain of the Information Systems department. Information
security is now a team effort requiring the participation of every person
who comes into contact with Norwich University information or
information systems.





Statements of Policy

Use of Information

Norwich University information must be used only for the business
processes, and educational and organizational purposes expressly
authorized by management or authorized persons.

Information Handling, Access, and Usage

Information is a critical and vital asset and all accesses to, uses of, and
processing of Norwich University information must be consistent with
Norwich University policies and standards.

Policy Conflicts

Where this policy conflicts with another existing and accepted Norwich
University policy concerning an issue that is not specific to information
assurance and security, the preexisting policy will prevail. If the conflict is
directly related to information assurance and security, this policy will
prevail. If a preexisting policy has not been fully accepted or is in draft
form, this policy will prevail.

Authority to Create Standards and Practices under
this Policy

This Policy explicitly grants authorization to create standards, practices
and procedures in support of the Policy under the guidance and approval
of school or department managers, deans and other senior university
administrators. When so created, reviewed and accepted through due
process, these standards, practices and procedures have the same authority
as this Policy.

Expectation of Privacy

Norwich University must be positioned to protect critical and sensitive
information relating to the privacy of individuals including students,
faculty, staff, and contractors, the business of the University and any other
information that may accrue to the benefit of the University, its students
and its employees.

In order to accomplish this and to comply with state, local and Federal
laws, Norwich University retains the right, without advance notice, to





inspect computers using the University network and resources, storage
media, data in transit over University networks, and data stored in any
University or student computer or other computing device. The Vice
President of Academic Affairs or his/her designee must authorize the
interception, inspection or seizure of any computing device, data or other
information systems device whether owned by the University, students or
employees as long as the device or data has access to University
computing resources.

Students and employees of the University may not rely on an expectation
of privacy regarding computing systems and data that operate on or have
access to Norwich University computing resources.

Data and Program Damage Disclaimers

Norwich University uses access controls and other security measures to
protect the confidentiality, integrity, and availability of the information
handled by computers and communications systems. In keeping with these
security measures, the University maintains the authority to:

1. Restrict or revoke any user’s privileges with cause.

2. Inspect, copy, remove or otherwise alter any system data, program,
or other system resource that may directly impede the protection of
confidentiality, integrity, and availability of information.

3. Take any other steps deemed necessary to manage and protect its
information systems. This authority may be exercised with or
without notice to the involved users. Norwich University disclaims
any responsibility for loss or damage to data or software that
results from its efforts to meet these security objectives.

Industry-Specific Information Security Standards

Norwich University information systems must employ industry-specific
information security standards. These security standards enable the
organization to practice safe security techniques in order to minimize the
loss of information and maintain its accessibility and integrity. These
guides provide general outlines as well as specific techniques for
implementing information security.

Security Testing





Security testing and audit will be performed on all new systems and
applications introduced into the University enterprise prior to being placed
in production status on the network. Additional testing will be performed
on any system or application that has received security-relevant
modifications or upgrades prior to that system or application being placed
back in production status on the network. This does not include specific
audit or testing of student-owned computers except as deemed necessary
by the Vice President of Academic Affairs.

Security testing and audit will be performed periodically on the Norwich
University enterprise as a whole. This testing may be performed on
sections of the enterprise to avoid interruptions to normal operations but
the entire enterprise must be tested for security flaws at least annually.

All security testing/auditing, whether performed by outside contractors or
University employees, will follow a test plan approved by the Chief
Information Security Officer. Ad hoc testing of individual products and
applications prior to being placed into production status may follow a
generic test plan. Additionally, all testing will be followed by reports
indicating tests performed, results obtained and recommended remediation
if any.

Incident Response

The University will maintain an active information security incident
response plan and will maintain a Computer Incident Response Team.
(the Norwich Computer Incident Response Team: N-CIRT). The N-CIRT
will be responsible for responding to all incidents, declared as such by the
Vice President of Academic Affairs or his/her designee in accordance with
the approved incident response plan.

Policy Non-Enforcement

The University’s failure to enforce any of the requirements of this policy
does not constitute consent to violations of the policy.

Consequences of Non-Compliance

Non-compliance with information security policies, standards, or
procedures is grounds for disciplinary actions up to and including
termination. Such actions will follow the rules and procedures laid down
in the applicable human resources policies, standards and procedures.





Legal Conflicts

Norwich University information security policies are intended to meet or
exceed the protections found in existing laws and regulations, and any
Norwich University student or employee should report any portion of the
information security policy believed to be in conflict with existing laws or
regulations to the VPAA.

Violation of Law

Norwich University management must seriously consider prosecution for
all known violations of the law concerning, but not limited to, copyright
infringement, child pornography, or other serious violations. Lesser
violations, such as downloading audio and/or video media, must be
addressed by University management and disciplinary action must be
determined on a case by case basis in accordance with other supporting
policies.

Contacting Law Enforcement

Norwich University employees, students and workers must report any
information security incidents to a University officer or designee. Every
decision about the involvement of law enforcement with information
security incidents or problems must be made by the Norwich University
Vice President of Academic Affairs (VPAA). Likewise, every direct
contact with law enforcement regarding an information security incident
or problem must be initiated by an appropriate individual designated by
the Vice President of Academic Affairs.

Disclosure of Information to Law Enforcement

By making use of Norwich University systems, users consent to allow all
information they store on Norwich University systems to be divulged to
law enforcement at the discretion of the Norwich University Chief
Information Security Officer or his/her designee.

Third Party Contractors

Third party contractors, adjunct instructors, temporary workers or
consultants having access to University computing assets, networks, or
telecommunications systems must be identified in their user names as





contractors and must follow the same information security rules as
University students and employees with the following exceptions:
e Accounts must be deactivated, but not necessarily deleted, at the
conclusion of the temporary employee’s contract
e Temporary employees will be given access only to those
University computing resources required to do their jobs

Reporting a Suspected Virus

Computer viruses can spread quickly and need to be eradicated as soon as
possible to limit serious damage to computers and data. Accordingly, if
workers or students report a computer virus infestation to the IT
department immediately after it is noticed, even if their negligence was a
contributing factor in causing the virus infestation, no disciplinary action
will be taken. The only exception to this early reporting amnesty will be in
those circumstances where a worker or student knowingly caused a
computer virus to be introduced into Norwich University systems.
However, if a report of a known infestation is not promptly made, and if
an investigation reveals that certain workers or students were aware of the
infestation but failed to make reasonable efforts to report the problem,
these workers or students will be subject to disciplinary action including
termination or expulsion consistent with current applicable policies.

Software Development Source

Software that supports production business applications/programs must be
either developed in-house, or obtained from a known and reliable third-
party vendor. Free software (also known as shareware, freeware or open
source software) is not permitted unless specifically evaluated and
approved by the Vice President of Academic Affairs or a designee.

Email Acceptable Use

The Vice President of Academic Affairs with the assistance of the Chief
Information Security Officer will establish an email acceptable use
standard. This standard will include, but will not be limited to, use of
email resources, unacceptable content, procedures for intercepting email
when necessary and any other aspects of acceptable email use that are
appropriate in support of this Policy.





Information Security Responsibilities

The responsibility of Information Technology managers (the VPAA,
CISO, and key IT staff) is to conduct business within their departments in
such a way as to add value to the organization. Management provides the
essential framework for accomplishing technical work. Information
Technology (IT) managers ensure the consistent functioning of the
organizational computing environment. Ideally, they also provide insights
and guidance to upper management in strategic planning to take advantage
of new opportunities.

Managers have a number of information security related responsibilities:

e A key function is avoiding the loss of information and data.

e Enabling business functions.

e Ensuring that information security policies and technology support,
rather than hinder, the principal business and function of the
organization.

e Helping to achieve strategic goals of the organization.

e Making decisions about business processes.

Chief Information Security Officer

The Chief Information Security Officer (CISO) is the University’s
designated authority for all information security related matters. The CISO
is the direct representative of the Vice President of Academic Affairs
(VPAA) in all information security related matters and acts under the
authority of the VPAA, this policy and related standards and practices.

Information Ownership Assignment

The Vice President of Academic Affairs (VPAA) must clearly specify in
writing the assignment of Information Ownership responsibilities for those
databases, master files and other shared collections of information used to
support production of organizational activities.

Worker Status Changes

Every change in the employment status of Norwich University employees,
consultants, contractors, and temporary employees, must be reported
immediately by applicable management to Human Resources, who must
subsequently notify the Information System Administrator involved. Upon
such change in status the employee or temporary employee information





systems access credentials will be deactivated. It is not necessary to
remove those accounts immediately unless there is a specific reason to do
so (e.g., involuntary termination for wrongdoing). However, accounts
remaining unused for a period of one year after deactivation may be
deleted.

Management Security Approach

Managers must ensure that information security within their departments
is treated as a regular business problem to be faced and solved, and they
are responsible for promoting security as everyone’s business.

Information Owners

Middle-level managers within organizations or groups that use the
Norwich University information systems and network must be designated
as the Owners of all types of information used for regular organizational
activities. When information Owners are not clearly implied by
organizational design, the Vice President of Academic Affairs will make
the designation.

Information Owners do not legally own the information. They are instead
members of the Norwich University management team who make
decisions on behalf of the organization. Information Owners or their
delegates must make the following decisions and perform the following
activities:
e Inform the VPAA of employee status and give approval for access
privileges for specific job profiles.

e Inareas such as that owned by the CFO, a select data retention
period for their information should be determined, relying, if
necessary, on advice from the University legal counsel.

e Designate an original source, such as Banner, for information from
which all management reports will be derived.

e Determine if special controls are needed to protect information,
such as more frequent backup procedures, what type of backup
procedures should be used, as well as storage procedures of the
data.

e Approve all new and different uses of their information.

e Review reports about system intrusions and other events that are
relevant to their information. (IT department Owners.)

e Review and update reports to the VPAA that indicate the job
profiles that currently have access to department information.
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Information Owners must designate a back-up person to act if they are
absent or unavailable. Owners may not delegate ownership responsibilities
to third-party organizations such as outsourcing organizations, or to any
individual who is not a full-time Norwich University employee. When
both the Owner and the back-up Owner are unavailable, immediate Owner
decisions may be made by the department employee who ordinarily
handles the information.

Access Control Requests for Employees

Owners do not approve ordinary access control requests. Instead, an
employee’s immediate manager must approve a request for system access
based on existing job profiles. If a job profile does not exist, it is the
manager's responsibility to create the profile, obtain the approval of
relevant Owners, and inform the IT department. When an employee leaves
Norwich University, it is the responsibility of the employee's immediate
manager to promptly inform the IT department that the privileges
associated with the employee's user ID must be revoked. User IDs are
specific to individuals, and must not be reassigned to, or used by, others.
Shortly after the employee’s separation from Norwich University the
manager is additionally responsible for reassigning the involved duties and
files to other staff.

Information Custodians

Custodians are in physical or logical possession of information and
information systems. Like Owners, Custodians are specifically designated
for different types of information. In many cases, a manager in the IT
department will act as the Custodian. If a Custodian is not clear, based on
existing information systems operational arrangements, then the Vice
President of Academic Affairs will designate a Custodian. Custodians
follow the instructions of Owners, operate systems on behalf of Owners,
but also serve users authorized by Owners. Custodians must define the
technical options, such as information criticality categories, and permit
Owners to select the appropriate option for their information. Custodians
also define information systems architectures and provide technical
consulting assistance to Owners so that information systems can be built
and run to best meet organizational objectives. If requested, Custodians
additionally provide reports to Owners about information system
operations and information security problems. Custodians are responsible
for safeguarding the information in their possession, including
implementing access control systems to prevent inappropriate disclosure,
and developing, documenting, and testing information systems
contingency plans.
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Information Users

Users are not specifically designated, but are broadly defined as any
person with access to internal information or internal information systems.
Requirements of Users:
e Follow all security requirements defined by Owners, implemented
by Custodians, or established by the IT department.
e Familiarize themselves with, and act in accordance with, all
Norwich University information security requirements.
e Must participate in information security training and awareness
efforts.
e Request access from their immediate manager, and report all
suspiVPAAUSs activity and security problems that they are aware of
to their immediate supervisor.

Information Technology

The Information Technology department is the central point of contact for
all information security matters at Norwich University. Acting as internal
technical consultants, it is this department's responsibility to create
workable information security compromises that take into consideration
the needs of users, Custodians, Owners, and selected third parties.
Reflecting these compromises, this department defines information
security standards, procedures, policies, and other requirements applicable
to the entire organization. IT must handle all access control administration
activities, monitor the security of Norwich University information
systems, and provide information security training and awareness
programs to Norwich University employees.

The department is responsible for periodically providing management with
reports about the current state of information security at Norwich
University. While information systems contingency planning is the
responsibility of information Custodians, the IT department must provide
technical consulting assistance related to emergency response procedures
and disaster recovery. The IT department is also responsible for
organizing a computer incident response team (CIRT) to respond promptly
to virus infections, hacker attacks and breaches of the network, system
outages, violations of law involving the use of University computing
resources (e.g., presence of child pornography) and similar information
security problems.

In all cases where information security is involved, the Chief Information
Security Officer must be notified immediately and no action except
emergency response may be taken without his/her specific approval.
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Internal Audit Department

The responsibility of an Internal Audit department is to perform
compliance checks periodically to ensure that all parties are performing
their assigned duties, and to ensure that other information security
requirements are being consistently observed. Internal Audit acts as the
eyes and ears of top management, ensuring that internal controls,
including those related to information security, are consistent with both
top management expectations and University goals.

Information Sensitivity Classification

Reasons for Classification

To assist in the appropriate handling of information, a sensitivity
classification hierarchy must be used throughout Norwich University. This
hierarchy provides a shorthand way of referring to sensitivity, and can be
used to simplify information security decisions and minimize information
security costs. One important intention of a sensitivity classification
system is to provide consistent handling of the information, no matter
what form it takes, where it goes, or who possesses it. For this reason, it is
important to maintain the labels reflecting sensitivity classification
categories. Four sensitivity classification categories are described below:

Public

This information has been specifically approved for public release by
Public Relations department or Marketing department managers.
Unauthorized disclosure of this information will not cause problems for
Norwich University, its customers, or its business partners. Examples are
marketing brochures and material posted to the Norwich University web
page. Disclosure of Norwich University information to the public requires
the existence of this label, the specific permission of the information
Owner, or long-standing practice of publicly distributing this information.

Internal Use Only

This information is intended for use within Norwich University, and in
some cases within affiliated organizations, such as Norwich University
business or academic partners. Unauthorized disclosure of this information
to outsiders may be against laws and regulations, or may cause problems
for Norwich University, its employees, its customers, or its business
partners. This type of information is already widely distributed within
Norwich University, or it could be so distributed within the organization
without advance permission from the information Owner. Examples are
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the Norwich University telephone book and most internal electronic mail
messages.

Confidential

This information is private or otherwise sensitive in nature and must be
restricted to those with a legitimate business need for access.
Unauthorized disclosure of this information to people without a business
need for access may be against laws and regulations, or may cause
significant problems for Norwich University, its customers, or its business
partners. Decisions about the provision of access to this information must
be cleared through the information Owner. Examples are customer
transaction account information, student grades and worker performance
evaluation records.

Private

This information is the most private or otherwise sensitive and must be
monitored and controlled at all times. Unauthorized disclosure of this
information to people without a business need for access may be against
laws and regulations or may cause severe problems for Norwich
University, its customers, or its business partners. Decisions about the
provision of access to this information must be cleared through the
information Owner. Examples are employee records, student records,
health records and legal information protected by attorney-client privilege.

Default Category

If information is not marked with one of these four categories, it will
default into the Internal Use Only category. If information falls into the
Internal Use Only category, it is not necessary to apply a sensitivity label.
Information that falls into the Confidential or Private categories is
designated sensitive.

All users must observe the requirements for handling information based on
its sensitivity. Owners may designate additional controls to further restrict
access to, or to further protect their information.

Labeling

The Owner or creator of information must designate an appropriate label,
and the user or recipient of this information must consistently maintain an
assigned label. Labels for sensitive information must be used in the subject
field of electronic mail messages or paper memos. Labels for sensitive
information must appear on the outside of floppy disks, magnetic tape
reels, CD-ROMs, audiocassettes, and other storage media. If a storage
volume such as a floppy disk contains information with multiple
classifications, the most sensitive category should appear on the outside
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label. Likewise, when creating a collection of information from sources
with various classifications, the collection must be classified at the highest
sensitivity level of the source information.
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Viruses, Malicious Software, and Change
Control

Virus Checking Required

Virus-checking systems approved by the IT department must be in place
on all personal computers with operating systems susceptible to viruses,
on all firewalls with external network connections, and on all electronic
mail servers that touch the University computing infrastructure. All files
coming from external sources must be checked before execution or usage.
If encryption or data compression has been used, these processes must be
reversed before the virus-checking process takes place. Users must not
turn off or disable virus-checking systems.

Students arriving on campus at the beginning of each school year and
returning from holiday breaks must comply with the IT department’s
policies for checking personal computers for malware.

If a Virus Is Detected

If users obtain virus alerts, they must immediately disconnect their
computer from all networks and cease further use of the affected
computer, and call the IT help desk for technical assistance. Users should
not remove viruses on their own. If users believe they may have been the
victim of other malicious software, they must immediately call the help
desk to minimize the damage. User possession or development of viruses
or other malicious software is prohibited.

Eradicating Computer Viruses
Any user who suspects infection by a virus must immediately shut down

the involved computer, disconnect from all networks, call the help desk
and not attempt to eradicate the virus.

Loss or Disclosure of Sensitive Information

If sensitive information is lost, disclosed to unauthorized parties, or
suspected of being lost or disclosed to an unauthorized party, both its
Owner and the appropriate IT personnel must be notified immediately.
Incident Reporting

All suspected information security incidents must be reported as quickly
as possible to the IT department.
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Change Control

Users must not install new or upgraded operating systems or application
software on University-owned personal computers or other machines used
to process Norwich University information without permission from the
University IT Department or an authorized agent. Systems used to process
Norwich University information are owned by Norwich University and
have been specifically recognized as systems used for regular
organizational activities. This approach permits Norwich University to
perform automatic software distribution, automatic software license
management, and automated remote backup and related functions on a
centralized and coordinated basis. While change control will be
maintained through access control packages, users can change the
preferences on software packages, such as the fonts for a word processing
package.

Information Systems Change Approval

Department managers or other members of the management team may not
sign contracts, initiate internal projects, or otherwise make promises that
obligate Norwich University to make changes in its computer or
communications systems, unless these changes are pre-approved by both
the Vice President of Academic Affairs and the chief information security
officer.

Security Products and Services

All critical information security functions must be supported with best-of-
breed, commercially-available products and services.

Centralized Information Security

Guidance, direction, and authority for information security activities are
centralized for the entire organization by Information Technology
management.
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Compliance with Federal, State and Local
Laws and Regulations.

Norwich University is a non-profit, private institution of higher education.
Many regulatory organization requirements and policies do not
specifically apply to this type of institution. Sarbanes Oxley and HIPAA
regulations, in particular, apply only in the areas of policy pertaining to
privacy. While many of these policies are cumbersome and sometimes
confusing, it is the responsibility of the VPAA, CISO, CFO, and other
managers to have a good understanding of the requirements and to
determine which regulations are applicable to the University’s information
systems and the information contained therein.
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Appendix A — Information Regarding
Local, State and Federal Regulations

Proper implementation and well written policies require that they be based
on, but not limited to, some of the regulatory documents listed below:

1. The Information Systems Audit and Control Association (ISACA):
http://www.isaca.org. July 14, 2005.

The following ISACA quote addresses SoDC in regard to IS audits: “The
specialized nature of information systems (1S) auditing, and the skills
necessary to perform such audits, require standards that apply specifically
to IS auditing. One of the Information Systems Audit and Control
Association, Inc.’s (ISACA’s) goals is therefore to advance globally
applicable standards to meet this need. The development and
dissemination of IS Auditing Standards are a cornerstone of the ISACA’s
professional contribution to the audit community.”?

2. Control Objectives for Information and related Technology (COBIT):
Www.isaca.org/cobit.htm

3. HIPAA regulations: www.hipaa.org. Also of note is the following web
site:

HIPAA Privacy Rule Primer for the College or University
Administrator.
http://www.acenet.edu/AM/Template.cfm?Section=Home&TEMPLA
TE=/CM/ContentDisplay.cim&CONTENTID=8499.

The Health Insurance Portability and Accountability Act (HIPAA) impacts
many businesses and organizations, not just those involved in direct health
care. Medical insurance is one of the primary concerns businesses have in
regard to HIPAA.

Privacy Rule:

“The privacy rule of HIPAA is intended to protect the privacy of
individually identifiable health information contained in a patient's
medical record. Such information, also known as "protected information™,
includes a patient's name, address, Social Security number, financial data

2 IS Auditing Guideline. Due Professional Care. Document G7. Information Systems
Audit and Control Association, Inc.
http://www.isaca.org/ContentManagement/ContentDisplay.cfm?ContentID=18550. Site
accessed Dec. 13, 2005.
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or any other identifying information in addition to the medical record
itself. The Rule creates substantial new compliance issues for covered
entities, which include all health care providers, all health plans, all health
information clearinghouses and those "business associates™ who engage
directly or through contractual arrangements with any of the above. The
transactions covered under this rule include the computer-to-computer
transmission of healthcare claims, healthcare payment from third party
payers, remittance advices (RASs), coordination of benefits (COB)
information, health plan eligibility data as well as direct discussions
between individuals and fax transmissions. It also covers paper files
containing this protected information that is not yet in electronic format. In
short, it covers all information that is generated and stored on patients,
including both hard and soft files.”

How HIPAA Impacts Norwich University:

HIPAA requires that all employees are provided with information
concerning their right to privacy. Documentation of the coverage is
provided to all employees in written as well as web formats. The
documentation discusses the Portability portion of HIPAA and also the
exclusion of pre-existing conditions. Employees are also informed of any
changed in the HIPAA policy in writing. Norwich has adopted a privacy
policy for the handling of the Dental Plan and the Flexible Spending Plan
for Health Care. Notice about this policy is provided as part of the
enrollment information that is given to eligible for these benefits at the
time of hire and at open enrollment.

The insurance company that provides coverage is also HIPAA compliant.
For this reason, the Security Rule does not apply directly to the Norwich
University HR department but does apply to the insurance vendor.

“The Privacy Rule mandates that a covered entity (CE) safeguard all
Personal Health Information (PHI) that it holds, no matter the PHI's form.
This includes PHI maintained or communicated on paper, electronically,
or orally. In contrast, the proposed Security Rule focuses on what is
required to safeguard PHI in electronic form. The Security Rule is based
on information security best practices that dictate the policies, procedures
and technology that is necessary to safeguard the confidentiality, integrity
and availability of electronic PHI.”*

® HIPAA: Privacy Rule.  http://www.asha.org/about/legislation-
advocacy/federal/hipaa/hipaa_privacy fag.htm.

* The HIPAA Security and Privacy Rules --Intersections and Dependencies. By Steve
Weil, CISSP, CISA.
http://www.hipaadvisory.com/action/security/intersectdepend.htm.
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Rules Concerning Colleges:

Not all “covered entities” need to comply with the HIPAA Privacy
Regulations.

“This is where being a college or university health care provider becomes
important. Medical records maintained by colleges and universities on
students are exempted from the HIPAA Privacy Regulations. Congress
decided that the privacy protections already afforded by Family
Educational Rights and Privacy Act of 1974 (FERPA or the Buckley
Amendment) are sufficient and adding another layer of federal regulations
would be too confusing. Thus, for example, a student health service that
meets the definition of "covered entity" because it engages in one or more
of the standard electronic transactions does not need to comply with the
HIPAA Privacy Regulations if it only treats students - it would need to
continue to follow FERPA and other applicable state law regarding the
privacy of those records. A student health service that engages in any of
the standard electronic transactions will need to comply with the electronic
transactions standards as of October 16, 2003, even if it treats only
students.

Some health care providers are, however, "covered entities” that must
comply with HIPAA Privacy Regulations because they provide care for
non-students, such as faculty, staff or visitors, and engage in one or more
of the standard electronic transactions described above. These providers
must implement all the requirements of the Regulations and apply them to
any individual health information for non-students that they maintain in
any form, not just electronic.”

4. Sarbanes-Oxley Act of 2002:
http://www.aicpa.org/info/sarbanes oxley summary.htm

The National Association of College and University Business Officers
(NACUBO)

November 20, 2003. Advisory Report. The Sarbanes-Oxley Report of
2002: Recommendations for Higher Education,
http://www.nacubo.org/x6833.xml, is a document that has adapted the
SOX regulations for universities. This document is directed toward the
CFO and CEO of the university. However, there is much information that
can be adapted to meet the needs of the VPAA.

® Minnesota State Colleges and Universities. Office of General Counsel.
http://www.ogc.mnscu.edu/HIPAA.html.
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The NACUBO document addresses Human Resource management
processes. As previously stated, a large part of A management is
responsible is the motivation, and supervision of employees. Adapting the
guidelines to meet the needs of the Norwich community would benefit
everyone involved.

It is not required that a private, non-profit institution comply with SOX
regulations, but it is good business practice to be in compliance. It instills
a sense of trust and responsibility by outside entities such as stakeholders
(parents, board of trustees, students, employees, etc.), other business
entities that work with the university, the legal community and others who
work closely with the university community.

Regulatory Requirements for Information Security
Policies

Many organizations are now enhancing their security policies due to
various legal and regulatory requirements. There are now a wide variety of
federal, state and international regulations that may impact an
organization's information security program. In some cases, regulations
are very specific about the requirements for written security policies. In
other cases, a regulation simply requires safeguards that are "appropriate”
for the size and type of organization. In these cases, enforcement agencies
and auditors must defer to accepted best practices or frameworks for
guidance, all of which require written policies. Examples of these are the
Generally Accepted Information Security Principles (GAISP), Control
Objectives for Information Technology (COBIT®) and ISO/IEC 17799.

The following table shows a list of common security or privacy-related
regulations and their specific policy requirements. It also lists the policy
requirements of several key security frameworks. This is not intended to
be a complete list, but a sampling of the various types of regulations that
effect different industries and geographies.

Regulation/Framework | Industry/Country Eggfj)i/rement

Policies and
HIPAA (Health Insurance (Par)ocedures 164.316
Portability and Accountability
Act of 1996) Healthcare (U.S.) (R) Implement
Security Final Rule

reasonable and
appropriate policies
and procedures to
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Sarbanes-Oxley Act, Section
404 - based on COBIT
(Control Objectives for
Information Technology)
Control Objectives, Section 6:
Communicate Management
Aims and directions.

New Basel Capital Accord
(Basel 11)- Quantitative
Standards, Section 606

Gramm-Leach-Bliley Act
(GLBA) Title V - Section 501
Interagency Guidelines
Establishing Standards For
Safeguarding Customer
Information

FERC Cyber Security
Standard

CIP-003-1 Security
Management Controls

All Publicly Traded

Companies (U.S)

Banking (International)

Financial Services

(U.S.)

Energy/Infrastructure
(U.s)

comply with the
standards,
implementation
specifications, or other
requirements of this
subpart.

6.2 Management's
Responsibility for
Policies
“Management should
assume full
responsibility for
formulating,
developing,
documenting,
promulgating and
controlling policies
covering general aims
and directives.”

(e) The bank's risk
management system
must be well
documented. The
bank must have a
routine in place for
ensuring compliance
with a documented set
of internal policies,
controls and
procedures
concerning the
operational risk
management system,
which must include
policies for the
treatment of non-
compliance issues.

“Each Bank shall
implement a
comprehensive written
information security
program [policies] that
includes
administrative,
technical and physical
safeguards.”

Requirement 1.

The Responsible
Entity shall create and
maintain a cyber
security policy that
addresses the
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Federal Information Security
Management Act (FISMA)
NIST SP 800-26

PIPEDA (Bill C6) - Personal
Information Protection and
Electronic Document Act

EU Data Protection Directive

ISO/IEC 17799
Section 1.1 Information
Security Policy Document

GAISP - Generally Accepted
Information Security Principles,
Version 3.0

Section 3.1 Information
Security Policy

Federal Government
(U.s)

All Industries
(Canada)

All Industries
(European Union)

Security Framework

Security Framework

requirements of this
standard and the
governance of the
cyber security
controls.

“(a) The head of each
[Federal] agency shall
delegate to the agency
Vice President of
Academic Affairs
ensuring that the
agency effectively
implements and
maintains information
security policies,
procedures, and
control techniques;”

4.1 Principle 1 -
Accountability
Organizations shall
implement policies
and practices to give
effect to the principles.
4.8 Principle 8 -
Openness
Organizations shall be
open about their
policies and practices
with respect to the
management of
personal information.

Organizations must
"implement
appropriate technical
and organizational
measures to protect
personal data."

A written policy
document should be
available to all
employees
responsible for
information security.

Management shall
ensure that policy and
supporting standards,
baselines, procedures,
and guidelines are
developed and
maintained to address
all aspects of
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information security.

Electronic Communications Privacy Act:
http://floridalawfirm.com/privacy.html.

Norwich does incorporate sections of the Generally Accepted Use policy
that refer to the Electronic Communications Act in its e-mail and Internet
use policy. Information on the Generally Accepted Use policy can be
found at:

http://www.det.vic.gov.au/det/resources/docs/acceptable use.doc.

Norwich University Policies:

The Norwich University Faculty Manual can be found at:
http://www.norwich.edu/about/policy/faculty/index.html

The Norwich University Information Technology Acceptable
Use & Electronic Communications Policy (an interim policy, last

Modified 08/31/04):
http://www.norwich.edu/about/policy/acadComputPolicy2006.pdf

The Norwich University Intellectual Property Policy may be
found at: http://www?2.norwich.edu/clic/ipp site/index.htm

Norwich University Policy Manuals, Rules, and Regulations
http://www.norwich.edu/about/policy/index.html

Patriot Act: http://www.epic.org/privacy/terrorism/hr3162.html.

The Electronic Communications Act 2000 can be found at:
www.ucc.ie/law/irlii/statutes/2000 27.htm.

Glossary of Terms

Access controls: Access control techniques are sometimes categorized as
either discretionary or mandatory.

Discretionary Access Control (DAC) is an access policy determined by
the owner of an object. The owner decides who is allowed access to the
object and what privileges they have.

Mandatory access control (MAC) is an access policy determined by the
system, not the owner. MAC is used in multilevel systems that process
highly sensitive data, such as classified government and military
information. A multilevel system is a single computer system that handles
multiple classification levels between subjects and objects.
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Rule-based access controls: This type of control further defines specific
conditions for access to a requested object. All MAC-based systems
implement a simple form of rule-based access control to determine
whether access should be granted or denied by matching:

An object's sensitivity label

A subject's sensitivity label

Change Control is a formal process used to ensure a product, service or
process is only modified in line with an identified necessary change.
Change Control is also formally used where the impact of a change could
have severe risk and/or financial consequence. Typical examples from the
computer and network environments are the upgrade of operating systems,
network routing tables or the electrical power systems supporting such
infrastructure.

Computer virus is a computer program that can copy itself and infect a
computer without permission or knowledge of the user.

Incident response: “In the fields of computer security and information
technology, computer security incident management involves the
monitoring and detection of security events on a computer or computer
network, and the execution of proper responses to those events. Computer
security incident management is a specialized form of incident
management, the primary purpose of which is the development of a well
understood and predictable response to damaging events and computer
intrusions.”®

“Information security is the process of protecting data from unauthorized
access, use, disclosure, destruction, modification, or disruption. The terms
information security, computer security and information assurance are
frequently used interchangeably. These fields are interrelated and share the
common goals of protecting the confidentiality, integrity and availability
of information; however, there are some subtle differences between them.
These differences lie primarily in the approach to the subject, the
methodologies used, and the areas of concentration. Information security
is concerned with the confidentiality, integrity and availability of data
regardless of the form the data may take: electronic, print, or other forms.”
http://en.wikipedia.org/wiki/Information_security

Malware is software designed to infiltrate or damage a computer system
without the owner's informed consent. It is a portmanteau of the words "
“malicious " and "software". The expression is a general term used by

® [www.iso.org ISO/IEC 17799:2005(E)]. Information technology - Security techniques -
Code of practice for information security management 90-94. ISO copyright office
(2005-06-15).
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computer professionals to mean a variety of forms of hostile, intrusive, or
annoying software or program code.
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NORWICH UNIVERSITY Draft BACKGROUND CHECK POLICY
October 31, 2007

Policy Statement:

Norwich University strives to protect the welfare and safety of our students, faculty, staff, visitors, and
institutional resources. As part of that effort, it is prudent to conduct background checks to determine
whether there is information about a prospective employee or volunteer that would disqualify them from
service at Norwich by law or because their presence in the workplace would create an unacceptable risk
to our University community. This document provides the policy framework under which such
background checks will be conducted.

This Policy applies to background checks on applicants for all paid or volunteer positions at Norwich,
whether full time, part time or temporary, including adjunct or temporary faculty, student employees,
current employees seeking new positions within the University, and checks on current staff and faculty
whose positions include any opportunity for contact with students. This policy does not apply to
campus visitors, including guest lecturers or representatives of accrediting bodies, or to employees of
other organizations while they use campus facilities. All background checks will be conducted in
accordance with applicable federal and state laws or regulations, including the federal Fair Credit
Reporting Act.

Implementation:

The Human Resources Department will be responsible for coordinating the background check process,
including selecting any third party agency or vendor to conduct some or all background checks,
obtaining the required release forms, reviewing the reports of background checks, conferring with the
appropriate administrator on findings, and maintaining documentation of the process and results. All
individual information used in or resulting from background checks will be maintained by Human
Resources in accordance with the confidentiality required by law.

All applicants for employment or volunteers will complete the standard Norwich University Application
for Employment including authorization to investigate the applicant’s background and credentials.
Applicants who refuse to sign an authorization for a background check are not eligible for employment
at Norwich. The hiring administrator or search committee will normally perform employment history or
personal reference checks as part of applicant screening procedures. Offers of employment at Norwich
University will be made conditional on the results of a background check. All applicants who are
offered employment will be subject to the following standard checks:

e Verification of social security number;

e Residence/address history and verification;

e Verification of educational credentials;

e Verification of professional licenses;

e Review of federal, state or county criminal records;
e Review of sex offender registries

In the case of a re-hire of an individual, a new standard background check will ordinarily be done each
time an individual is offered employment, unless it has been less than 12 months since the last check of





that individual.

For certain positions, other types of background checks may be required based on the responsibilities of
the position being filled. Responsibilities that may lead to additional checks include but are not limited
to: access to funds and financial transactions; operation of motor vehicles for University business;
providing services to minors, the elderly or people with disabilities; access to master keys for residential
buildings or other facilities; or access to confidential or sensitive information. One or more of the
following background checks may be required based on the responsibilities of the position, as
determined by the Human Resources Department in consultation with the responsible administrator:

e Credit history report;*

e Motor vehicle records search;

e Physical examination;

e Drug and alcohol testing;

e In depth background investigation report
e U.S. Government Security clearance

Failure to disclose a conviction or misrepresentation of the facts, or any other falsification or material
misstatement of records including application or resume information, may result in the withdrawal of
any employment offer or discharge of the individual, whenever discovered. The final decision in all
such matters rests with the Human Resources Department.

Results of Background Checks:

The Human Resources Department is responsible for reviewing the results of all background checks.
The Human Resources Department will notify the individual of any findings that might result in result in
rescinding an employment offer, termination or other adverse action; provide a copy of the findings; and
offer the individual an opportunity to respond.

If the background check findings might raise a question about employment of an individual, the Human
Resources Department will review the background check results and the individual’s response with the
administrator responsible for that position. The decision whether to rescind an offer of employment, or
retain or terminate an individual will be made by the Human Resources Department in conjunction with
the appropriate administrator, and with the advice of legal counsel as necessary.

Criminal convictions or other adverse findings will not automatically disqualify an individual from
employment at Norwich. Except where employment is expressly prohibited by law, the University will
consider factors such as, but not limited to, the nature of the finding, the nature of the position and the
job-relatedness of the finding, the age of the individual at the time of the conviction or other adverse
finding, the length of time since the event, the individual’s employment history, and employment
references.

! Note that the FCRA prohibits an employer from making an adverse employment decision based
on an applicant’s or employee’s past bankruptcy.





Obligation to Disclose:

All Norwich University faculty, staff and volunteers have an obligation to disclose any convictions
under criminal or motor vehicle law, other than civil citations or tickets, that occur at any time while
employed by Norwich. Failure to report a conviction may result in disciplinary action up to and
including termination of employment, even if the conviction itself would not be cause for termination.
Reports should be made to the Human Resources Department. The decision whether to take action as a
result of a reported conviction will be made by the appropriate administrator in conjunction with the
Human Resources Department, with the advice of legal counsel as necessary, and will be based on the
relevance of the infraction to the individual’s duties and responsibilities.

Privacy and Records Retention:

All background checks remain the property of Norwich University and will be maintained in the Human
Resources Department. The Human Resources Department is responsible for safe keeping of
background records and assuring that results of checks are kept strictly confidential. The individual may
examine the results of his or her background check under the same procedures that apply to examination
of an individual’s Personnel File.






Faculty Senate Minutes
4 September 2007

Present: G. LaVarnway, R. Brucken, S. Fitzhugh, T. Neuharth, B. Cox, S. Diesel, J. Ehrman,
W. Yeigh, G. Sauer, K. Hinkle, G. Lord, J. Rizzolo, S. Pomeroy, S. Robertson

Guests: G. Poitras, J. Byrne, N. Shannon, W. Clements, P. Young-Eisendarth

I. Call to order, adjustments to the agenda
The faculty Senate Chair called the meeting to order at 13:00.

S. Fitzhugh was elected Secretary of the Faculty Senate by on vote cast by the Faculty Senate
Chair. G. Sauer was elected Parliamentarian.

I1. Reading, correction, and approval of minutes for previous meeting (5 June 2007)
Motion by Brucken and seconded by Diesel to approve the minutes of the 5 June 2007
Faculty Senate meeting. Approved (10-0-3).

I11. University Curriculum Committee Report (VPAA & Dean of the Faculty)
from Joe Byrne...

IV. Executive Committee Report
Report?

V. Old Business

1) Student Government Association Charter (SGA, March 2007) — Discussion postponed.
2) Norwich University Turnltln Usage Guidelines (Academic Integrity Committee

Spring 2007) — Motion by Brucken and seconded by Ehrman to approve the Turnitin Usage
Guidelines as written. Approved (14-0-0).

3) Academic Regulations Revised 2007 (CASD, Spring 2007)

Motion by Robertson and seconded by Pomeroy to approve the 2007 Revision of the Academic
Regulations. Approved (12-0-2).

Discussion:
a) Friendly amendment: Section 11, 3.D.2 — Add the word “Chair” after “Department” in the
second line.

b) Section 11, 3.D.4: Motion by Fitzhugh and seconded by Pomeroy to change the word “will” to
“may.” Approved (11-0-3).

c) Section 11, 3.D.5: Motion by Yeigh (no second recorded) to strike “three courses of 3-, 4-, 5-
credits, or 7-credits” and replace with “no more than 12 credits hours toward graduation.”
Approved (14-0-1)

d) Section Il, 7: Motion by Pomeroy (no second recorded) to strike all the language after the
words “the following courses” and replace with “courses as identified in the catalog.” Approved
(14-0-0).

e) Section 1V,4.D.3: Motion by LaVarnway and seconded by Pomeroy to strike the words

“which includes the first summer session.” Approved (9-0-3).
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f) Section 1V.6: Motion by Brucken and seconded by Yeigh to strike “the final examination” and
replace with *“all course requirements.” Approved (12-0-1).

g) Section VI.1 and 2: Motion by Yeigh and seconded by Adler to remove the last sentence of
each section as well as the language in brackets. LaVarnway will ask SGA to poll the student
body on whether it desires a common emblem for those Corps and civilian students who are
University Scholars or who make the Dean’s List, and what that emblem(s) should be.

h) Section VI1.4.E: Motion to reword the added sentence as follows: “Faculty may allow students
with passing grades to exceed the 15% limit.” Approved (11-0-2).

i) Section IX.3.A: Motion by Brucken, and seconded and amended by Yeigh to adopt the
language proposed by Peter Bartram as amended by the Senate. The new sentence reads:
“Transfer credit from Norwich — approved programs of foreign or other off-campus study will be
considered as Norwich credit for purposes of determining if 45 of the last 60 credits applied to an
undergraduate degree are Norwich University credit.”

J) Appendix VI1.3: Motion by Pomeroy (second not recorded) to replace “three years” with “six
semesters.” Approved (14-0-0).

k) Appendix V1.4: Motion by Pomeroy (no second recorded) to strike the rest of the clause
starting with the words “beginning with year one,” including the list of courses. Approved (12-0-
2).

V1. New Business

1) Public Prayer (Faculty Petition, Spring 2007) — There was an extended discussion
representing views of the entire spectrum. The VPAA invited all faculty to e-mail him as he
gathers information from as many faculty on this issue as in can. He will present a report to the
Board of Trustees at their next meeting.

2) Problem Solving Policy (Ad Hoc Committee of Problem Solving, Fall 2007) — Senators

should forward this document to their schools for comment in preparation for a second reading at
the Senate’s October gathering.

3) Residency Change (UCC, Summer 2007)

4) Associate Deans/Academic Memo 2A (VPAA, Fall 2007) — The Chair asked whether deans
should have % or full release time, and the VPAA asked for feedback on how assistant deans should be
appointed and recalled, and what should their responsibilities be if a school wants someone in that
position?

VI11. Discussion
1) SGS Governance/Program Directors-Administrative Status — This item deferred until after

the SGS Tenure & Promotion Committee reports to the University P & T Committee.

2) School of Graduate Studies Trustees Update (June, 2007) — This item deferred until after
the fall meeting of the Board of Trustees.
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VIII. Announcements
Brucken reminded Senators of the year’s first full Faculty Assembly at 3:00pm on September 18.

IX. Adjournment
The Faculty Senate adjourned at 16:20.

These minutes, as revised, were approval by the Faculty Senate at its October 2, 2007 meeting.

Stephen Fitzhugh, Secretary
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Faculty Senate Minutes
2 October 2007

Present: G. LaVarnway, R. Brucken, S. Fitzhugh, R. Adler, B. Cox, S. Diesel, J. Ehrman,
G. Sauer, K. Hinkle, G. Lord, M. Mohaghegh, J. Rizzolo, S. Pomeroy, D. Sagan

Guests: J. Byrne, P. Herrick (Student Government)

I. Call to order, adjustments to the agenda
The faculty Senate Chair called the meeting to order at 13:05.

I1. Reading, correction, and approval of minutes for previous meeting (4 September 2007)
Motion by Ehrman and seconded by Pomeroy to approve the minutes of the 4 September 2007
Faculty Senate meeting. Minor editorial changes. Approved (12-0-2).

I11. University Curriculum Committee Report (VPAA & Dean of the Faculty)
J. Byrne provided a report of the actions of UCC that included approval of a minor in Chinese,
History courses in Civil War and Nationbuilding, and several SGS seminars.

IV. Executive Committee Report

1) Leadership Development Program — R. Brucken reported on the status of the Leadership
Development Program and announced a workshop scheduled for Friday, October 19, 2007 on
emotional intelligence. The senate will continue to receive periodic status report as the program
evolves.

2) Faculty Dining Room Policy — The Executive Committee voiced displeasure with current
policy to ban “brown bag” lunches from the faculty dining room in the Wise Campus Center.
The Executive Committee has not yet met with the president to discuss the policy.

V. Old Business

1) Student Government Association Charter (SGA, March 2007) — Senate discussed
proposed charter and proposed revisions to the SGA President. Faculty Senate supports the
proposed charter in principle.

2) Public Prayer (Faculty Petition, Spring 2007) — After an exhaustive discussion, the senate
concluded that due to the diversity of opinion there was no clear consensus. Individuals are
encouraged to express their views and opinions to the President or VPAA.

3) Problem Solving Policy (Ad Hoc Committee of Problem Solving, Fall 2007)

Motion by Lord and seconded by Pomeroy to approve the Problem Solving Policy. Motion by
Fitzhugh and seconded by LaVarnway to change the name of the policy to Dispute Resolution
Policy. Name change motion Approved (12-0-2). Main motion Approved (13-0-1).

4) Residency Change (UCC, Summer 2007) — The residency change was approved with the
Academic Regulations changes during the September meeting. No further action required.
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V1. New Business

1) Associate Dean / Academic Memo 2A(VPAA, Fall 2007) — Executive Committee to draft
revisions to Academic Memo 2A to include a process for appointing and recalling assistant
deans, and a description of their responsibilities.

VI1I. Discussion
None.

VIII. Announcements
None.

IX. Adjournment
The Faculty Senate adjourned at 14:46.

These minutes are subject to approval by the Faculty Senate at its November 2007 meeting,

however they are substantially correct.

Stephen Fitzhugh, Secretary
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2012
August 27

September

October

November

December

2013
January

March

May

**NOTE:

NORWICH UNIVERSITY

ACADEMIC CALENDAR 2012-2013

Monday
28  Tuesday
3 Monday
11 Tuesday
12 Friday
23 Tuesday
24 Wednesday
26 Friday
29 Monday
11 Sunday
17 Saturday
26 Monday
11 Tuesday
12 Wednesday
13 Thursday
19 Wednesday
14 Monday
21 Monday
1 Friday
9 Saturday
18 Monday
22 Friday
4 Saturday
5 Sunday
12 Sunday

FOR TRADITIONAL ACADEMIC PROGRAMS

CLASSES start

Convocation (afternoon)

Labor Day - No classes

DROP/ADD Period ends

Mid-Semester Grades due

Friday AM labs (7:00 PM)

Friday PM labs (7:00 PM)

Mid-Semester Break - No Classes

Last Day to withdraw from a course with a grade of “W”

Veterans Day

Thanksgiving Vacation begins

Classes resume

Friday Schedule of Classes followed

Reading Day - No extracurricular activities to be scheduled
Semester Examinations (through Tuesday, 20 December)
Mid-Year Vacation begins

CLASSES start

DROP/ADD Period ends

Mid-Semester Grades due

Spring Semester Break begins

Classes resume

Last Day to withdraw from a course with a grade of “W”
Reading Day - No extracurricular activities to be scheduled
Semester Examinations (through Friday,11 May)
Commencement

The Master Calendar of the University is available on-line at:
http://www.norwich.edu/

Approved by the Calendar Committee on 9 October 2007





